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Mode-S Extended Squitter (ES)

A Air Traffic Management

A ID, 4D position, intention
A ADS-B

I Automatic Dependent Surveillance-Broadcast

I Also proposed
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Mode-S ES Threatens

A Eavesdropping

I Messages are intentionally non-encrypted

A Jamming or denial of service

I Transmitter operating at the 1090 MHz channel.

A Radiation of Hazardously Misleading
Information (HMI):

I Spoofing (or impersonation) - multilateration
I Message manipulation.

I Message Injection or replay
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Outline

1. Proposed solution (What? How?)
2. Modulation Order Selection

3. ADS-B Transmitting Device

I Preliminary results
4. ADS-B ReceivingDevice
5..~Timestampting

6. Conclusions
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1. Proposed Solution (What?)

A Embed a Digital Signature in the message

A Protects against most types of HMI
I Message replay?

A Secure ADS-B still compliant with Mode-S ES.
Seamless transition:

I Old-equipment can still decode the message

I New equipment can authenticate the message
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1. Proposed Solution (How?)

A Mode-S ES uses PPM (amplitude modulation)

A Use M-PSK modulation to embed the signature

A Previous works have paved the way:
I Key management

I Digital Signature.length (448 bits, secure until 2030)
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2. Modulation Order Selection

A ADS-B consists of 112 pulses + preamble
A 4 bits/pulse: 448 bits

A Preamble used for carrier recovery

Modulation | SEnSitvity
(BER 107) BT

BPSK/QPSK & dBm 213NM 285NM 361NM
8PSK G @dBm 108NM 145NM 183NM
16PSK 8 dBm 54NM  73NM  92NM

Class A3 ¢ @tdBm  34NM  64NM  9ONM
Class A3+ Y @&dBm 35NM 85NM  120NM
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3. ADS-B Transmitting Device

3.1 Initial Architecture

Mpgs?aze LMSPS | AddPreamble | IMSS 1 ppm 2 MSPS. | Amplitude/Phase
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3. ADS-B Transmitting Device

3.3 SDR Platform

Nut aZe@aSDR

A Main components:
I Radio420X: High quality radio module
i Xilinx Zynq FPGA (pass-through mode) -
I Dual ARM Cortex-A9
A Features

I Remote and embedded
operation

I GNU Radio support
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3. ADS-B Transmitting Device
3.3 GNU Radio

% Secure ADS-B

I Enable DF:[DF-18 ~|| cAcr[1 | Aa:[oxDEFC02
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3. ADS-B Transmitting Device

3.3 Preliminary Results
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3. ADS-B Transmitting Device
3.3 Preliminary Results
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3. ADS-B Transmitting Device
3.3 Preliminary Results
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