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Mode-S Extended Squitter (ES) 

ÅAir Traffic Management 

ÅID, 4D position, intention 

ÅADS-B  

ïAutomatic Dependent Surveillance-Broadcast 

ïAlso proposed  

for Collision  

Avoidance in  

Connected  

Autonomous  

Vehicles 
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Mode-S ES Threatens 

ÅEavesdropping 

ïMessages are intentionally non-encrypted 

ÅJamming or denial of service 

ïTransmitter operating at the 1090 MHz channel. 

ÅRadiation of Hazardously Misleading 

Information (HMI):  

ïSpoofing (or impersonation) - multilateration 

ïMessage manipulation. 

ïMessage injection or replay 
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Outline 

1. Proposed solution (What? How?) 

2. Modulation Order Selection 

3. ADS-B Transmitting Device 

ï Preliminary results 

4. ADS-B Receiving Device 

5. Timestampting 

6. Conclusions 

Sept. 17, 2015 ITSC 2015 4 



1. Proposed Solution (What?) 

ÅEmbed a Digital Signature in the message 

ÅProtects against most types of HMI 

ïMessage replay? 

ÅSecure ADS-B still compliant with Mode-S ES. 

Seamless transition: 

ïOld equipment can still decode the message 

ïNew equipment can authenticate the message 

Sept. 17, 2015 ITSC 2015 5 



1. Proposed Solution (How?) 

ÅMode-S ES uses PPM (amplitude modulation) 

ÅUse M-PSK modulation to embed the signature 

ÅPrevious works have paved the way: 

ïKey management 

ïDigital Signature length (448 bits, secure until 2030) 
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2. Modulation Order Selection 

Modulation 
Sensitivity 

( BER 10-7 ) 

Maximum Range 

70W 125W 200W 

BPSK/QPSK ψψȢχ dBm 213NM 285NM 361NM 

8PSK ψςȢψ dBm 108NM 145NM 183NM 

16PSK Ȣ dBm 54NM 73NM 92NM 

Class A3 ψρȢπ dBm 34NM 64NM 90NM 

Class A3+ ψσȢυ dBm 35NM 85NM 120NM 
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ÅADS-B consists of 112 pulses + preamble 

Å4 bits/pulse: 448 bits 

ÅPreamble used for carrier recovery 



3. ADS-B Transmitting Device 

3.1 Initial Architecture 
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Nutaqôs ZeptoSDR 

ÅMain components: 

ïRadio420X: High quality radio module 

ïXilinx Zynq FPGA (pass-through mode) 

ïDual ARM Cortex-A9 

ÅFeatures 

ïRemote and embedded 

operation 

ïGNU Radio support 
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3. ADS-B Transmitting Device 

3.3 SDR Platform 



3. ADS-B Transmitting Device 

3.3 GNU Radio 
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3. ADS-B Transmitting Device 

3.3 Preliminary Results 
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